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CONNECT ERDA AS A NETWORK DRIVE ON WINDOWS

If you are an ERDA user, you can work locally on your computer with your ERDA files by
connecting ERDA as a network drive. When you make changes to the files via the network
drive, the changes are applied directly to the files in ERDA.

Network drive access uses a secure connection, and the files are available wherever you are,
as long as you have internet access. This means that you do not need a VPN to work with the
files outside UCPH.

You have two options for connecting ERDA as network drives:

1. WebDAVS WebDAV is an abbreviation for Web-based Distributed Authoring and
Versioning. We add an “S” for secure, as it all runs on a secure
connection.

Can be used from Windows, Mac and Linux/UNIX

Easy to get started

Doesn’t require software installation

Limit on file size - 50 MB as a starting point

Sensitive to network outages

WebDAVS is less efficient at transferring many and/or large files.
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2. SSHFES with | SSHFS is an abbreviation for Secure Shell File System and is the client
SFETP that connects an SFTP service as a network drive on your computer.
SFTP is an abbreviation for Secure File Transfer Protocol.

vl Can be used from Windows, Mac and Linux/UNIX
M Efficient handling of many/large files

M Robust regarding network outages

M Unlimited file size

You have to install two small programs — once

We recommend SSHFS with SFTP, particularly for users who feel
comfortable with the technology and/or work intensively with their

data.
WebDAVS
SETUP Click on the green avatar icon in the bottom left corner. Click on “Setup”
WebDAVS
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Click on “WebDAVS”
Setup
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Under “Login Details” in the screenshot below, you'll see your personal
login details, which you’ll need to connect WebDAVS as a network drive
on your computer.

Create a new, separate password for your WebDAVS access in the field
under “Password”. The password must consist of at least eight
characters and must contain a combination of lowercase and uppercase
letters, numbers and special characters (at least three of the four types
mentioned).

Click “Save WebDAVS Settings”

WebDAVS access to your UCPH ERDA account

You can enable WebDAVS login to your UCPH ERDA account and use it for file and folder upload/download or even for seamless data
access from your Windows, Mac 0OS X and Linux/UN*X computer.

ails
« Host io.erda.dk
« Port 443
s Username alo@science.ku.dk
* Password as you choose below
You may be asked to verify the server key fingerprint
50:9B:7B:B5:FB:14:26:77:C3:01:52:C9:E9:4D:90:F4:87:27:0B:99:64:BE:65:0C:08:A3:0E:F6: AA: CC:4E:FD (SHA256) first time you
connect

Password
Please enter and save your desired password in the text field below, to be able to connect with username and password as described in
the Login Details.

(leave empty to disable davs access with password)

r ~
Save WebDAVS Settings
A “

How to proceed after enabling login above ...

» WebDAVS Network Drive
» Graphical WebDAVS File Transfers
» Command-Line WebDAVS Access

WebDAVS has now been set up
@ Saved webdavs settings

(Save WebDAVS Settings)

Click the fold-out menu on “WebDAVS Network Drive”. Copy the
URL “https://io.erda.dk”. You'll need to use it shortly.

~ WebDAVS Network Drive

All common computer platforms integrate secure network drive access to your remote UCPH ERDA data using WebDAVS. That
allows you to use your usual programs to work directly on your remote UCPH ERDA files and folders over the Internet.
WebDAVS Drive Integration on Windows

In your Windows file manager open the Map network drive wizard. Enter https://io.erda.dk in the Folder field and click Finish.
Finally supply your username alo@science.ku.dk and your chosen password when prompted for login.

WebDAVS Drive Integration on Mac OSX

On Mac OSX open Finder and in the menu under Go you select Connect to Server. Then enter https://io.erda.dk in the Server
address field. Click Connect and supply your username alo@science.ku.dk and your chosen password when prompted for login.
WebDAVS Drive Integration on Linux/UN*X

In your favorite file manager on Linux/UN*X find Open Location or similar (Ctrl-L). Then insert https://io.erda.dk in the
address field. Click Connect and supply your username alo@science.ku.dk and your chosen password when prompted for login.
Please note that a few file managers like Thunar require the address to use davs:// rather than https:// in the address above.

» Graphical WebDAVS File Transfers
» Command-Line WebDAVS Access
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MAP Click on the File Explorer icon on your computer E

NETWORK Click on “This PC”. Click on the “Computer” tab.
DRIVE Then click “Map network drive” at the top of the screen
m| ] = = |ThisPC

1 =~ -
] Uninstall or change a program
v ¥ ~ < E] 1

B4l system properties
Properties Open Rename  Access |Map networkfadd a network  Open

media 7} drive ~ location Settings 48 Manage
P—
Location =~ Map network drive I System
T @ > This PC Create a shortcut to a shared

folder ar computer on a network.

~ Folders (7)

wmy¢ Disconnect network drive ‘

7 Quick access

3D Objects
il Kabenhavns Universit

@ OneDrive - Kgbenhayns Universitet

Videos
| =mispec | ﬁ

_J 3D Objects

~ Devices and drives (1)

I Desktop - L Windows (C)
| Documents - |
W% 147 GR free of 236 GR

Insert the copied URL in the field next to “Folder”. Click on “Finish”.

Q Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: z ~

Folder. | htpsi/ic.erdack | Browse..

Example: \\server\share
Reconnect at sign-in
[] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

You will now be asked to log in using the username written under “Login
Details”. In this specific example, it's “alo@science.ku.dk”, but you must
use your own.

Login Details
» Host io.erda.dk

o POt 443
I Username alo@science. ku.dk
s Password as you choose below

In the login dialogue, shown in the following screenshot, enter your
username in the top field, and below it the password you chose for
WebDAVS (in other words, it’s not automatically the same password
that you, as a UCPH or external user, use when you log into ERDA’s
web pages).




Tick “Remember my credentials” (only do this if you don’t share your
computer with others).

Click “OK”

Windows Security X

Connect to io.erda.dk

Connecting to io.erda.dk

I alo@science ku.dk I

Remember my credentials

ERDA is connected as a network drive with a chosen drive name (here
Z)
“ Home  Share  View | Drive Tools a

* [ [y X =] fmeen” L] o s

opy path A ] Easy access = £dit Select none
ssssss History 7 Invert selection

Open Select

Name ) Date modified
# Quick access

davs 1/17/2020 11:42 AM
& Kebenhavns Universitet fips 1772020 139 PN

@ OneDrive - Kebenhavns Universitet ssh 11/1/2020 1:57 PM

.

default.css

= This PC | welcome.uxt 8/17/2020 139 PM

2 3D Objects
B Desktop

4 Documents

& Downloads

& Music

&= Pictures

| videos

&% Windows (C)

s Personligt drev (H:)
s Fazlles drev (No)

[~ pavwwwRoot avoercakessy ) |

¥ Network =

In other words, you have access to all your data in ERDA via your
computer’s programs and file management. When you’re online you can
work in the files in the same way as with your other local files. When you
make changes to the files via the network drive, the changes are applied
directly to the files in ERDA.

The next time you log into your computer, you just need to click on the
network drive and click “OK” in the popup “Connect to io.erda.dk”.

That is, if you have previously ticked “Remember my credentials”. If not,
you need to enter your username and your own chosen password for
your WebDAVS access.

= This PC Windows Security x

- 3D Objects Connect to io.erda.dk

[ Desktop

Documents Connecting to io.erda.dk

¥ Downloads ‘ alo@science.ku.dk ‘

b Music

[&=] Pictures LTTTITTTTTTITYY ‘

E Videos
Remember my credentials

45 Windows (C)

=y Personligt drev (H:)

[ httpsyzioerdadk )| I OK I Cancel
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DISCONNECT
NETWORK
DRIVE

You can disconnect ERDA as a network drive. We recommend this if you
share a computer with others.

Right-click on the drive (here Z:). Click on “Disconnect”.

v W This PC
~# 3D Objects
I Desktop
Documents
4 Downloads
J‘ Music
[&] Pictures
H Videos
49 Windows (C)
=y Personligt drev (H:)

I > = https//io.erda.dk (Z:) i

Expand

¥ Network e
Eﬂ Scan with Microsoft Defender...

Restore previous versions
Open in new window
Pin to Quick access

Pin to Start

Disconnect

Copy

Rename

New >

Properties

FILE SIZE LIMIT
OF 50 MB

Microsoft has set a low limit on the size of the files you can download and
upload from WebDAVS locations. The limit is around 50 MB.

This means that you will receive an error message if you open a file from
the network drive that is 50 MB or more. The error message may for
example look like this:

A Errors — O *

Your input can't be opened:
VLC is unable to open the MRL 'file:///¥:/E-infrastruktur/ERDA
%2050%20mb.mp4'. Check the log for details.

Hide future errors Close

There is a way to raise this limit. It's described in the User Guide on
https://erda.ku.dk/ which is a more comprehensive guide to using ERDA.



https://erda.ku.dk/

SSHFS WITH SFTP

SET UP SSHFS
WITH SFTP

Click on the green avatar icon in the bottom left corner. Click on “Setup”

. Louise Outzen
Change phato

Home

Settings

Click on “SFTP”

Setup

@sFTP jewebDAavS ||u'FI'P5 || Seafile ||.F Duplicati ||ﬁ'CIﬂud | ¥ 2-Factor Auth

Create a new, separate password for your SFTP access in the field
under “Password”. The password must consist of at least eight
characters and must contain a combination of lowercase and uppercase
letters, numbers and special characters (at least three of the four types
mentioned).

Click on “Save SFTP Settings”

SFTP access to your UCPH ERDA account

You can enable SFTP login to your UCPH ERDA account and use it for efficient file and folder upload/download or even for seamless data
access from your Windows, Mac OS X and Linux/UN*X computer.

Login Details
+ Host io.erda.dk

e Port 22

* Username alo@science.ku.dk

* Publickey / Password as you choose below

You may be asked to verify the server key fingerprint 09:3a:2e:a1:46:10:38:f0:24:21:38:8a:e6:a4:37:5d (MD5) or
FBCiNWWwLhg8mpS9GA6TRoaDjWEvkq7HOBQjRavix1A (SHA256) first time you connect.

Public Keys

You can use any existing RSA key, or create a new one. If you signed up with a x509 user certificate, you should also have received such
an id_rsa key along with your user certificate. In any case you need to save the contents of the corresponding public key (id_rsa.pub) in
the text area below, to be able to connect with username and key as described in the Login Details.

hockB=Re

W
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1e
11
12
13

(leave empty to disable sftp access with public keys)

Password
Please enter and save your desired password in the text field below, to be able to connect with username and password as described in
the Login Details.

(leave empty to disable sftp access with password)

Save SFTP Settings
. P

How to proceed after enabling login above ...

» SSHFS/SFTP Network Drive
» Graphical SFTP File Transfers
» Command-Line SFTP Access
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SFTP is now configured.

Save SFTP Settings

Click on the fold-out menu on “SSHFS/SFTP Network Drive”. Copy the
whole path starting with “\sshfs\.....”. You will need it later.

~ SSHFS/SFTP Network Drive

SSHFS/SFTP enables secure network drive access to your remote UCPH ERDA data using the SFTP protocol. SSHFS is available
on all popular computer platforms and allows you to use your usual programs to work directly on your remote UCPH ERDA files
and folders over the Internet.

SSHFS Drive on Windows
Download and install WinFsp and SSHFS-Win as described under Installation. Then in your Windows file manager open the Map

network drive wizard. Enter nsshfssa\ogscience.ku.dk@io.erda.dk in the Folder field and click Finish. Finally supply your
username alo@science.ku.dk and your chosen password when prompted for login.

INSTALL
TWO
PACKAGES

SSHFS is a client that connects an SFTP service as a network drive on
your computer.

You can install SSHFS by downloading and running two programs:
WinFsp and SSHFS-Win. It is important that you install both programs.
You can find the programs here: SSHES-Win on GitHub

Installation

¢ Install the latest version of WinFsp.

e Install the latest version of SSHFS-Win. Choose the x64 or x86 installer according to your computer's
architecture.

Install both programs:
1) Click on “WinFsp” and follow the installation guide.

[+ DOWNLOAD WINFSP

2) Click on “SSHFS-Win” and follow the installation guide.

During the installation, you need to decide whether you want to download
x64 (64-bit) or x86 (32-bit). This depends on your computer’s operating
system.

& sshfs-win-3.5.20024-x64.msi

@ sshfs-win-3.5.20024-x86.msi

You can find information about your computer’s operating system under:
Start — Settings — System — About

Settings

Power

When you’ve installed both programs, you can connect a network drive.

L Type here to search

O Powsr &sioop

& Projecting to this PC
¥ Shared experiences
@ Clpboard

3 Remote Desklop

Device specifications

E System - - Battary Device nam:
Display, sound, notifications, Processor N
. o) Installed RAM 0 GE
PowEr Device 1D 043-17¢3-4cdf-9Ta
e Product ID
Bt Mtasking [Systemype

Tenand uch 1V

Windows specifications

Edition
Version
Installed on
08 build

Experience



https://github.com/billziss-gh/sshfs-win#----sshfs-win--sshfs-for-windows

TIPS FOR On a standard UCPH computer (B machine), you have access to
INSTALLATION | installing programs by clicking “Request administrator access” in the
bottom right corner.
Reguest administrator access
About Admin By Reguest
If you have a special, secure UCPH computer (A machine), you need to
contact UCPH IT to install the two programs.
MAP Click on the File Explorer icon on your computer E
NETWORK Click on “This PC”. Click on the “Computer” tab.
DRIVE Click on “Map network drive” at the top of the screen.

P [3] Uninstall or change a program
v ¥ ~ L E} :

: System properties
Properties Open Rename  Access fMap networkfadd a network  Open
media | drive = location Settings & Manage

Location =~ Map network drive System

- Discannect network drive
= > Tydpc X
T Create a shortcut to a shared

folder or computer on a network.
~ Folders (7)

F Quick access

3D Objects
[ Kebenhavpf Universitet -

@ OneDpfe - Kgbenhavns Universitet
gy V1de0S

| ‘=hisec |
—# 3D Objects

~ Devices and drives (1)

Next to “Folder”, paste the path you copied earlier. In this specific
example, it's "\\sshfs\alo@science.ku.dk@io.erda.dk”, but you must
write your own path.

Click on “Finish”.
% Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: Z N

Folder: I\\sshfs\alu@s(ien[e‘ku‘dk@m.erda.dk VI Browse...

Example: \\server\share
Reconnect at sign-in
[ Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

If you’ve lost your copied path, you can find it under "SSHFS/SFTP
Network Drive”.




~ SSHFS/SFTP Network Drive

SSHFS/SFTP enables secure network drive access to your remote UCPH ERDA data using the SFTP protocol. SSHFS is available
on all popular computer platforms and allows you to use your usual pregrams to work directly on your remote UCPH ERDA files
and folders over the Internet.

SSHFS Drive on Windows
Download and install WinFsp and SSHFS-Win as described under Installation. Then in your Windows file manager open the Map

network drive wizard. Enter, ;}sshfs}a\o%science.ku.dk@io.erda.dk in the Folder field and click Finish. Finally supply your
username alo@science.ku.dk and your chosen password when prompted for login.

In the bottom field of the login dialogue, shown in the following
screenshot, enter the password you chose for your SFTP access (in
other words, it’s not automatically the same password that you, as a
UCPH or external user, use when you log into ERDA’s web pages).

Tick “Remember me” (only do this if you don’t share your computer with
others).

Click “OK”

Windows Security bt

\\sshfs\alo@science.ku.dk@io.erda.dk

Enter credentials to unlock this file system.

alo

Remember me

OK Cancel

ERDA is connected as a network drive with a chosen drive name (here

I o woe  vew  DiveToos
u T3y New item = | oper H select all
* [ X v
5 copy path 1) easy access - Ed salect none
Finto Quick copy  Paste L Move Copy  Deléte Rename  Mew Propertes =
e [£] paste short . . folder - ! Invert selection
Clipbaard Organize New pen select
1w ThisPC > alo@science kudk@io.erdadk (\sshis) (Z)
Name
# Quick access
davs
Ik Kebenhauns Universitet fps

@ OneDrive - Kabenhavns Universitet s3h

@ defaultcss
v 8 ThisBC

B 3D Objects
B Deskiop
| Documents
& Downloads
B wusic

welcome.bet 17720,

& Pictures
B videos
&5 Windows (C)

s Personligt drev (H)

[~ slo@scienceidk@io.erda dk tisshfs) ) ]

In other words, you have access to all your data in ERDA via your
computer’s programs and file management. When you’re online you can
work in the files in the same way as with your other local files. When you
make changes to the files via the network drive, the changes are applied
directly to the files in ERDA.

The next time you log into your computer, you just need to click on the
network drive, then you’ll be connected. That is, if you have previously




ticked “Remember me”. If not, you need to enter your previosly chosen
password for your SFTP access.

v This PC Windows Security X
_# 3D Obj 5 ;
> 30 Objects \\sshfs\alo@science.ku.dk@io.erda.dk
> [ Desktop
> Documents Enter credentials to unlock this file system.
> ¥ Downloads
> D Music ‘ alo |
> & Pictures
> I videos I sesscesses I
> &% Windows (C)
Remember me
> my Personligt drev (H:)
I > = alo@science.ku.dk®@io.erda.dk (\\sshfs) (Z:)
[ oK | Cancel
> ¥ Network

DISCONNECT | You can disconnect ERDA as a network drive. We recommend this if you
NETWORK share a computer with others.

DRIVE Right-click on the drive (here Z:). Click on “Disconnect”.

I> = alo@science ku.dk@io.erda.dk (\\sshfs) (Z:) I

Expand

> ¥ Network
E Scan with Microsoft Defender...

Restare previous versions
Open in new window
Pin to Quick access
Pin to Start
I Disconnect I

Copy

Rename

New >

Properties

HELP See more at https://erda.ku.dk/ or for personal help, email
support@erda.dk
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